Background {#Sec1}
==========

The notion of attribute based encryption (ABE) was first proposed by Sahai and Waters ([@CR12]). Since then, many typical ABE (Goyal et al. [@CR3]; Waters [@CR17]; Lewko et al. [@CR7]; Goyal et al. [@CR4]; Tian and Peng [@CR15]) schemes have been proposed. In ABE, user's access privileges are described by a set of attributes instead of a single identity string. A user can get access to the ciphertext only if his attributes satisfy with the policy which is set by the data owner. Due to its capability of providing fine-grained and flexible access control, ABE appears to be a promising tool for data encryption and data sharing between users. Attribute based signature (ABS) has been developed as a primitive to solve the data authentication problem of ABE, which was first introduced (Guo and Zeng [@CR5]) in 2008. In ABS mechanisms (Maji et al. [@CR10]), a signer can sign a message with the private key component corresponds with the attributes he processes. The signature can be verified to a certain set of attributes or an attribute access structure of which the data owner claims.

The notion of signcryption (Zheng [@CR18]; Lim and Lee [@CR9]; Tan [@CR14]; Selvi et al. [@CR13]) can be introduced to attribute based cryptography to present attribute based signcryption schemes. Signcryption (Paulo et al. [@CR11]; Li and Khan [@CR8]) is a single logical step to complete the function of both signature and encryption at the same time, thus it achieves better efficiency then the traditional sign-then-encryption method. However, research on attribute based signcryption has not been received much attention from academia. Wang and Huang ([@CR16]) proposed a signcryption scheme from pairings. Their scheme provides the same functions of encryption and authentication and is proved to be more efficient than the simply combination of "CP-ABE + CP-ABS". Hu and Zhang ([@CR6]) proposed a fuzzy attribute based signcryption and apply it in the BAN (Body area network). Their scheme is a novel security mechanism and achieves outstand performance. However, the proposed (Wang and Huang [@CR16]; Hu and Zhang [@CR6]) schemes are based on the tree structure (Bethencourt et al. [@CR2]) and threshold structure, which need frequent calls of recursive algorithm for the purpose of recovering the secret encryption component. Thus this will bring about external computation overhead.

To better improve the efficiency of attribute based signcryption scheme, in this paper, we propose an improved ciphertext policy attribute based signcryption scheme. We use LSSS structure (Beimel [@CR1]) instead of access tree structure to avoid the frequent calls of recursive algorithm. By security and performance analysis, we prove that our scheme is secure as well as achieves higher efficiency.
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Bilinear pairings {#Sec3}
-----------------
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-------------------

### Discrete logarithm assumption (DL) {#Sec5}
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Formulized definitions of our scheme {#Sec8}
------------------------------------

Our scheme consists of the following algorithms:
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### **Definition 1** {#d30e1198}
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Our contributions to attribute based signcryption scheme {#Sec10}
========================================================
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Correctness proof:
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                \begin{document}$$\begin{aligned} M^{*} &= \frac{{C_{0} }}{{\mathop \prod \nolimits_{i \in l} \left( {\hat{e}\left( {C_{3,i} } \right.,D_{r,1} ) \cdot C_{2,i} } \right)^{{\omega_{i} }} \cdot \hat{e}\left( {C_{1} } \right.,D_{r,2} )}} = \frac{{C_{0} \cdot \hat{e}\left( {C_{1} } \right.,D_{r,2} )^{ - 1} }}{{\mathop \prod \nolimits_{i \in l} \left( {\hat{e}\left( {g^{{\lambda_{i} }} ,g^{{\alpha_{i} H_{1} \left( i \right) + u}} } \right)\hat{e}\left( {g,g} \right)^{{ - \alpha_{i} H_{1} \left( j \right) \cdot \lambda_{i} }} } \right)^{{\omega_{i} }} }} \\ &= \frac{{C_{0} \cdot \hat{e}\left( {C_{1} } \right.,D_{r,2} )^{ - 1} }}{{\mathop \prod \nolimits_{i \in l} \left( {\hat{e}\left( {g,g} \right)^{{u\lambda_{i} }} } \right)^{{\omega_{i} }} }} \\ &= \frac{{M\hat{e}\left( {g,g} \right)^{\alpha x} \cdot \hat{e}\left( {g,g} \right)^{ux} }}{{\hat{e}\left( {g,g} \right)^{\alpha x} \cdot \hat{e}\left( {g,g} \right)^{{u\mathop \sum \nolimits_{i \in l} \lambda_{i} \omega_{i} }} }} \\ &= M \\ \end{aligned}$$\end{document}$$
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                \begin{document}$$\begin{aligned} t &= H_{2} (U||M) \\ \hat{e}\left( {v_{1} ,g } \right) &= \hat{e}\left( {g^{{\mathop \sum \nolimits_{j \in S} \left( {\alpha_{j} H_{1} \left( j \right) + u} \right) \cdot \left( {x + t} \right)}} ,g} \right) \\ &= \hat{e}\left( {g,g} \right)^{{\mathop \sum \nolimits_{j \in S} \alpha_{j} H_{1} \left( j \right) \cdot \left( {x + t} \right)}} \cdot \hat{e}\left( {g,g} \right)^{{\mathop \sum \nolimits_{j \in S} u\left( {x + t} \right)}} \\ &= \hat{e}\left( {g,g} \right)^{{\mathop \sum \nolimits_{j \in S} \alpha_{j} H_{1} \left( j \right) \cdot x}} \cdot \hat{e}\left( {g,g} \right)^{{\mathop \sum \nolimits_{j \in S} \alpha_{j} H_{1} \left( j \right) \cdot t}} \cdot \hat{e}\left( {g,g} \right)^{{\mathop \sum \nolimits_{j \in S} u\left( {x + t} \right)}} \\ &= U \cdot v_{2} \cdot \hat{e}\left( {g,g} \right)^{{\mathop \sum \nolimits_{j \in S} \alpha_{j} H_{1} \left( j \right) \cdot t}} \\ \end{aligned}$$\end{document}$$

Security and efficiency analysis {#Sec11}
================================

Confidentiality {#Sec12}
---------------
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                \begin{document}$$V = \left\{ {v_{1}^{*} ,v_{2}^{*} } \right\} = \left\{ {\begin{array}{*{20}l} {g^{{\left( {\alpha_{j} b_{j} H_{1} \left( j \right) + u} \right)^{*} \cdot \left( {x + t} \right)}} ,\hat{e}\left( {g,g} \right)^{{u \cdot \left( {x + t} \right)}} ,\quad A_{j} \in \gamma } \hfill \\ {g^{{\left( {y_{j} H_{1} \left( j \right) + u} \right)^{*} \cdot \left( {x + t} \right)}} ,\hat{e}\left( {g,g} \right)^{{u \cdot \left( {x + t} \right)}} ,\quad A_{j} \notin \gamma } \hfill \\ \end{array} } \right.$$\end{document}$$$$\documentclass[12pt]{minimal}
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                \begin{document}$$\begin{aligned} \hat{e}\left( {v_{1}^{*} ,g } \right) &= \left\{ {\begin{array}{*{20}c} {\hat{e}\left( {g^{{(a_{j} b_{j} H_{1} \left( j \right) + u)\left( {x + t} \right)}} ,g} \right),\quad A_{j} \in \gamma } \\ {\hat{e}\left( {g^{{(y_{j} H_{1} \left( j \right) + u)\left( {x + t} \right)}} ,g} \right),\quad A_{j} \notin \gamma } \\ \end{array} } \right. \\ &= \left\{ {\begin{array}{*{20}l} {\hat{e}\left( {g,g} \right)^{{\alpha_{j} b_{j} H_{1} \left( j \right) \cdot x}} \cdot \hat{e}\left( {g,g} \right)^{{\alpha_{j} b_{j} H_{1} \left( j \right) \cdot t}} \cdot \hat{e}\left( {g,g} \right)^{{u\left( {x + t} \right)}} ,\quad A_{j} \in \gamma } \hfill \\ {\hat{e}\left( {g,g} \right)^{{y_{j} H_{1} \left( j \right) \cdot x}} \cdot \hat{e}\left( {g,g} \right)^{{y_{j} H_{1} \left( j \right) \cdot t}} \cdot \hat{e}\left( {g,g} \right)^{{u\left( {x + t} \right)}} ,\quad A_{j} \notin \gamma } \hfill \\ \end{array} } \right. \\ \end{aligned}$$\end{document}$$
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Efficiency analysis {#Sec14}
-------------------

In this paper, we compare the proposed scheme with Wang's and Hu's schemes with respect to the computation cost and access control method. Due to the fact that the computation cost of add operation and multiply operation is much smaller than that of exponential operation and bilinear pairing operation, consequently, we mainly compare the number of exponential operation and bilinear pairing operation in different schemes. We denote "Exp" and "Pair" by exponential operation and bilinear pairings. Detailed results are listed in Table [1](#Tab1){ref-type="table"}.Table 1Performance comparisonSchemesAccess control methodSigncryption computation costDe-signcryption computation costWang and Huang ([@CR16])Access tree2 Exp + 1Pair(1 + 2nlog *n*)Exp + (4n + 1)PairHu and Zhang ([@CR6])Threshold(2n + 5) Exp2n Exp + (3n + 2)PairOur schemeLSSS matrix(5n + 2) Exp(n + 1) Exp + (2n + 1)Pair

From Table [1](#Tab1){ref-type="table"}, we can figure out that the number of exponential operation in the signcryption in our CP-ABSC is more than those in Wang and Huang ([@CR16]) and Hu and Zhang ([@CR6]), however, the number of bilinear pairing operation in the de-signcryption is decreased greatly. Since the computation burden of bilinear pairing operation is heavier than that of exponential operation, the total computation cost has been reduced in our scheme. What's more, our CP-ABSC adopts LSSS to realize data access control, which differs from the access structures in Wang and Huang ([@CR16] and Hu and Zhang ([@CR6]). The LSSS access structure not only avoids the frequent calls of recursive algorithm used in access tree structure model, but also provides more flexible control management and increases the overall efficiency of the cryptosystem.

Conclusion {#Sec15}
==========

In this paper, we propose an optimized attribute based signcryption scheme. By security analysis, we prove that it meets the security demands of confidentiality, unforgeability and non-repudiation. Besides, by introducing LSSS structure to implement the access control function, the flexibility and efficiency of the whole attributed based signcryption system has been improved.

Our future work should focus on the attribute revocation and key refreshing in the attribute based encryption. Since users with the same set of attributes share the same private key, once a single user's private key has been leaked, a group of users' privacy and privilege will be damaged. Consequently, protecting users' privacy and refreshing private keys at a lower cost when private key leakage happens is a problem urgently to be solved and should be taken into our future research direction.
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